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Principle 1: Uncompromising 

Security 

Every custody solution begins with 

the assumption that threats exist at 

every layer. We engineer security not 

as a feature but as the foundation, 

implementing what we call "Vault- 

Grade Security"—protection 

standards that exceed traditional 

financial institution requirements. 
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1.1 The Evolution of Digital 
Asset Custody 

The concept of custody has undergone a 

radical transformation in the Web3 era. 

Traditional custody models, built around 

centralized control and physical security, 

have proven inadequate for digital assets 

that exist on decentralized networks. 

LexorNode represents the next evolutionary 

step: "Securing Assets with Web3" through 

a model we term Sovereign Custody—where 

ultimate control remains with the asset 

owner while institutional-grade security 

provides protection. 

Digital sovereignty demands a new custody 

paradigm. Where traditional models ask 

"Who holds your keys?", sovereign custody 

asks "How securely can you hold your own 

keys?" Our answer is through multi-layered 

security infrastructure that makes self- 

custody as secure as institutional custody, 

eliminating the traditional trade-off between 

control and protection. 

1.2 The LexorNode 
Custody Philosophy 

Our custody approach is built on three 

foundational principles that guide every 

architectural decision we make: 
 

 
 
 
 
 
 
 
 
 
 
 

 

 

Principle 3: Operational 

Transparency 

You cannot secure what you cannot 

see. Our custody solutions provide 

unprecedented transparency into 

security operations, asset 

verification, and risk management— 

all without compromising security 

through unnecessary exposure. 

Principle 2: Absolute Sovereignty 

True custody means true control. 

Unlike traditional custodians who 

take possession of assets, 

LexorNode provides the 

infrastructure for you to maintain 

possession while we provide the 

security. This is not delegated 

custody; this is enhanced self- 

custody. 
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2.1 Core Custody Infrastructure 

The LexorNode custody platform operates as a unified security layer across all supported 

blockchain networks, designed to eliminate single points of failure while maintaining 

operational efficiency. 

 

Secure Asset Vaults 
 

Our vault system represents the pinnacle of digital asset protection: 

✓ Geographic Distribution: Vault components distributed across 12 secure facilities 

globally. 

✓ Air-Gapped Storage: Critical signing components operate entirely without network 
connectivity. 

✓ Redundant Systems: Triple redundancy for all critical security functions ensures 

99.999% availability. 

✓ Real-Time Monitoring: 24/7 surveillance with AI-powered anomaly detection on all vault 

access points. 

 

Protected Cross-Chain Framework 

Cross-chain operations represent significant security challenges. Our solution implements: 

✓ Atomic Swap Implementation: Eliminates counterparty risk in cross-chain transfers by 

ensuring simultaneous execution. 

✓ Bridge Security Protocols: Multi-signature control over all bridge operations prevents 

unauthorized minting or burning. 

✓ Asset Verification: Continuous reconciliation of wrapped asset supplies against 
underlying reserves. 

✓ Chain-Specific Security: Tailored protection protocols for each blockchain's unique 
consensus mechanism. 
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3.1 Comprehensive Chain Support 

LexorNode supports 30+ blockchain networks through standardized security protocols, 

ensuring consistent protection regardless of the underlying technology. 
 

 

Major Layer-1 Networks ✓ Ethereum (Mainnet) 
✓ Bitcoin & Forks 
✓ Binance Smart Chain 

Active 

 

 
 

Alternative Layer-1s ✓ Solana 
✓ Cardano 
✓ Polkadot & Kusama 
✓ Algorand 

Active 

 

 
 

DeFi & Specialized ✓ Terra Classic 
✓ Cosmos Hub 
✓ Near Protocol 

Active 

 
 

Our support infrastructure allows for rapid integration of new networks. Emerging chains are 

evaluated based on security audits, decentralization metrics, and market stability before 

integration. 
 

  

    
    

 Opera 
  

Active 

    
Corda 
Quorum 

Active 
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3.2 Token Classification & Handling 

To optimize security and operational efficiency, assets are classified into risk categories. This 

allows us to apply appropriate controls without stifling usability. 
 

Category Description & Examples Security Level 

Category A 
(High Security) 

Major cryptocurrencies with long track 
records. 

BTC, ETH, USDC 

 
 

Maximum Latency 

Category B 
(Enhanced) 

Established tokens with significant 
market cap. 

SOL, MATIC, DOT 

 
 

High Protection 

Category C 
(Standard) 

Mid-cap tokens with proven utility. 

UNI, AAVE, LINK 

 
 

Standard Protocols 

Category D 
(Restricted) 

New or experimental tokens. 

New Launchpads, Memecoins 

 
 

Add. Controls 

 

Special Asset Handling 
 

NFT Custody 

Specialized storage for non-fungible tokens 

focuses on metadata preservation. We 

ensure that both the token and its 

associated IP rights are secured, with 

support for ERC-721 and ERC-1155 

standards. 

Governance Tokens 

Secure voting mechanisms allow you to 

participate in on-chain governance without 

moving assets from cold storage. We 

support delegation and direct voting 

interfaces. 

Wrapped Assets 

Verification protocols for wrapped assets 

(e.g., WBTC) include real-time monitoring of 

the bridge reserves to detect de-pegging 

events before they impact portfolio value. 

Staking Derivatives 

We provide custody for liquid staking tokens 

(LSTs) and derivatives, ensuring that yield- 

bearing assets remain secure while actively 

compounding. 
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4.1 Account Setup & Configuration 

Setting up a LexorNode custody account follows a rigorous security protocol designed to 

establish a verified chain of trust from day one. 

 

 

 

 

 

 

Security Best Practices 

We enforce strict operational security measures for all accounts: 

✓ Password Strength: Minimum 12-character passwords with mandated special characters 
and quarterly rotation. 

✓ Hardware 2FA: Mandatory hardware-based 2FA for all administrative actions; SMS 
authentication is disabled. 

✓ Session Management: Automatic session timeout after 15 minutes of inactivity to prevent 

hijacking. 

✓ IP Whitelisting: Access restricted to known institutional IP addresses for administrative 

portals. 
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4.2 Asset Management Operations 

Our operational workflows prioritize security over speed, ensuring that every movement of 

value is authorized, verified, and immutable. 

 

Deposit & Withdrawal Procedures 
 

Standard Deposit Address whitelisting + Multi-sig ~5 Minutes (Block time) 

 confirmation  

Large Deposit 
(>$100k) 

Manual review + Source of funds check ~15 Minutes 

Withdrawal Tier 1 

(<$10k) 
2FA + Email Confirmation Instant 

Withdrawal Tier 2 

($10k - $100k) 
Multi-user approval (2-of-3) ~1 Hour 

Withdrawal Tier 3 

(>$100k) 
Admin quorum + Video verification ~4 Hours (Security 

Delay) 

Balance Monitoring 

Real-Time Dashboard: Our dashboard provides a granular breakdown of balances across all 
chains, reconciled every block. Users can view assets by token, chain, or sub-account. 

Automated Alerts: Configurable alerts notify authorized personnel of any significant balance 

changes, ensuring immediate awareness of portfolio movements. 

Portfolio Analytics: Integrated risk assessment scoring analyzes portfolio concentration, 

volatility exposure, and counterparty risk in real-time. 
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Atomic 

Swap → 
 

Asset 

           

 

 
 

 

4.3 Advanced Features 

Cross-Chain Operations 
 

Our cross-chain framework supports seamless asset transfer between supported chains with 

real-time exchange rate calculation, fee estimation, and rollback protection in case of network 

congestion. 

 

Institutional Integration Automated Operations 

✓ REST API: Comprehensive 
documentation for programmatic access 
to all custody features. 

✓ WebSocket: Persistent connections for 
real-time market data and balance 
updates. 

✓ FIX Protocol: Support for traditional 
financial messaging standards to 
integrate with legacy systems. 

✓ Scheduled Transfers: Automate 
recurring payments or payroll 
distributions. 

✓ Yield Harvesting: Auto-claim and 
compound staking rewards based on 
customizable strategies. 

✓ Rebalancing: Set portfolio targets and 
automatically rebalance assets to 
maintain desired allocation. 
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BIP-32/39/44 compliant key generation ensures infinite address creation from a single seed, 

isolating transactions. 

     

Distributed key generation ensures a complete private key never exists in a single location, 

removing single points of failure. 
 

      

FIPS 140-2 Level 3 certified devices physically secure the key shards in tamper-proof 

environments. 

 

partial breach. 

 

 

 
 

 

5.1 Cryptographic Security 

Our security model is built on a "Defense in Depth" strategy, utilizing multiple redundant 

layers of cryptographic protection. 

 

 

Transaction Security 

✓ Multi-Signature Schemes: Threshold signatures with customizable approval requirements 

(e.g., M-of-N). 

✓ Transaction Simulation: Every transaction is simulated in a sandbox environment to 

predict outcomes and fees before signing. 

✓ Malware Protection: Hardware-based signing screens prevent software-based attacks 
like clipboard hijacking. 

✓ Quantum Resistance: Implementation of post-quantum cryptographic algorithms to 
future-proof against emerging threats. 
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Data Center Security 

✓ Tier IV data centers with 99.995% 

uptime availability. 

✓ Biometric access controls (Iris & 

Fingerprint). 

✓ 24/7 armed security personnel and 
surveillance. 

✓ Geographic distribution across 

seismically stable regions. 

 Security 

Air-gapped systems for cold storage 
operations. 

HSMs  in 
enclosures. 

✓ Regular 
verification. 

 integrity 

Secure destruction procedures for 
 equipment. 
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5.2 Physical Security 

Digital assets require physical protection. Our infrastructure is housed in fortress-like 

environments designed to withstand physical intrusion and natural disasters. 
 

5.3 Network Security 

Perimeter Defense 

Our network perimeter is defended by enterprise-grade systems capable of mitigating 

attacks of any scale. This includes DDoS protection scaling to 10Tbps+, Web Application 

Firewalls (WAF) utilizing machine learning for rule generation, and intrusion prevention 

systems that analyze traffic behavior in real-time. 

 

Internal Security 

Inside the perimeter, we operate a Zero-Trust Network Architecture. No device or user is 

trusted by default. Every access request is authenticated, authorized, and encrypted. Micro- 

segmentation ensures that even if one component is compromised, lateral movement within 

the network is impossible. 
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Risk 
 
Threats: 

infrastructure outages, key 
compromise. 

 

Mitigation: 

✓  
systems 

cloud 

 testing 

  

monitoring 

Risk 
 

Threats: 

Human error, procedural 
lapses, insider threats, 

vendor failure. 

 

Mitigation: 

Strict 
manuals 

controls 

  

auditing 

 Risk 
 

Threats: 

Market volatility, liquidity 
constraints, counterparty 
default. 

 

Mitigation: 

$500M Insurance 

reserves 

strategies 

Collateral 
 

 

 

 
 

 

6.1 Comprehensive Risk Assessment 

LexorNode employs a holistic risk management framework that categorizes threats into three 

primary vectors, applying specific mitigation strategies to each. 
 

 

This framework is reviewed quarterly by our Risk Committee to ensure it adapts to the rapidly 
changing digital asset landscape. 

 

    



LexorNode Web3 Custody Guide 
 

 

 
 

 

7.1 Global Compliance Standards 

We operate in full compliance with global financial regulations, providing our clients with the 

assurance needed to operate in regulated markets. 
 

Jurisdiction Regulatory Frameworks Compliance 

United States Bank Secrecy Act (BSA) Verified ✓ 
 USA PATRIOT Act  

 SEC & CFTC Guidelines  

European Union AMLD5 / AMLD6 Verified ✓ 
 Markets in Crypto-Assets (MiCA)  

 GDPR (Data Privacy)  

Asia-Pacific PSA (Japan) Verified ✓ 
 MAS Guidelines (Singapore)  

 VASP Regime (Hong Kong)  

 

7.2 Transparency & Reporting 
 

Regular Reporting 

We provide monthly proof-of-reserves 

attestations to cryptographically prove 

solvency. Quarterly financial statement 

audits are conducted by top-tier accounting 

firms, alongside annual comprehensive 

security assessments. 

Regulatory Engagement 

LexorNode actively participates in regulatory 

sandboxes and consultations. We believe in 

proactive engagement to help shape fair and 

effective digital asset regulations globally. 
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8.1 Incident Classification Framework 

Incidents are categorized by severity to determine the appropriate response speed and 

resource allocation. 
 

CRITICAL (Level 1) 

Immediate threat to customer assets or platform integrity. Response Time: Immediate. 

MAJOR (Level 2) 

Significant service disruption or security incident. Response Time: < 30 Minutes. 

MODERATE (Level 3) 

Limited impact incident requiring investigation. Response Time: < 2 Hours. 

MINOR (Level 4) 

Low-impact issues with minimal customer effect. Response Time: < 24 Hours. 

 

8.2 Response Protocols 

Immediate Actions: Automated system isolation triggers upon detection of critical threats. 

Customers are notified within 30 minutes for any asset-impacting incidents. 

Containment: Forensic evidence is collected immediately. Affected services are temporarily 

suspended, and backup systems are activated to maintain non-critical operations. 

Investigation: Root cause analysis is performed within 24 hours. We engage third-party 

forensic experts for complex security issues to ensure an unbiased investigation. 
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8.3 Recovery & Restoration 

Our recovery process is designed to restore operations safely, prioritizing data integrity over 

speed. 

 

Technical Recovery Financial Recovery 

Step 1: Isolation Check 

Verify threat is fully contained. 

Step 1: Loss Assessment 

Calculate exact financial impact. 

Step 2: System Patching 

Apply fixes to vulnerabilities. 

Step 2: Reserve Activation 

Deploy operational reserves. 

Step 3: Data Integrity Audit 

Verify no data corruption occurred. 

Step 3: Insurance Claim 

Initiate coverage protocols. 

Step 4: Graduated Restoration 

Bring services online incrementally. 

Step 4: Compensation 

Make affected users whole. 

Step 5: Full Operations 

Resume normal traffic handling. 
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✓  
rotation 

 

✓  
enabled 

 

   

✓  
active 

 

✓ Phishing 
 

 

  

 

 

✓  
(Qtly) 

 

 
transactions 

Management 

 

 reconciliation 

 

   

 

 
 

 

9.1 Security Best Practices 

Security is a shared responsibility. We recommend clients adhere to the following checklist. 
 

9.2 Educational Resources 
 

Training Programs 

We offer new user orientation, advanced 

operational training for institutional users, 

and regular security awareness updates to 

keep your team sharp. 

Documentation 

Access our comprehensive knowledge base, 

video tutorials, and dedicated support 

channels for detailed guidance on all 

platform features. 
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10.1 Technical Specs 10.2 Compliance Docs 

✓ API Documentation 

✓ Integration Guides 

✓ Security Whitepaper 

✓ SLA Metrics 

✓ Regulatory Matrix 

✓ Audit Frameworks 

✓ Legal Templates 

✓ Tax Reporting Specs 
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10.3 Contact Information 
 

⚠ Security Emergency security-emergency@lexornode.com 24/7/365 

⚠ Operational Emergency ops-emergency@lexornode.com 24/7/365 

Technical Support support@lexornode.com Mon-Fri 

Conclusion: The Future of Web3 Custody 

The LexorNode Web3 Custody Guide represents our comprehensive approach to digital asset 

protection. We invite users, partners, and the broader community to engage with us in 

advancing the state of digital asset custody. Together, we can build a future where digital 

sovereignty is protected by security so robust it becomes the invisible foundation upon which 

financial innovation thrives. 
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